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1. Introduction 
This privacy notice explains how and why The King’s School Worcester Charitable Trust (the Trust) 
collects and uses the personal data of donors and trustees.  It sets out what information we hold, 
how we use it, who we share it with, and your rights under data protection law. 

We are committed to protecting your privacy and ensuring your personal data is handled securely 
and lawfully.  This notice is designed to be clear and easy to understand, so you know exactly what 
happens to your information.  
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2. Accessibility Statement 
The King’s School Worcester Charitable Trust is committed to making our privacy notice accessible 
to everyone. If you require this document in an alternative format – such as large print, Braille, audio, 
or another language – please contact the Trust or compliance@ksw.org.uk.  We will do our best to 
provide the information you need in a way that works for you. 

 

3. Glossary of Terms 
• Personal Data: Any information that identifies or relates to an individual, such as names, 

contact details, or financial information. 

• Special Category Data: Sensitive personal data that requires extra protection, including health, 
ethnicity, religion, and other protected characteristics. 

• Data Controller: The organisation (in this case, The King’s School, Worcester) that determines 
how and why personal data is processed. 

• Processing: Any action performed on personal data, such as collecting, storing, using, or 
sharing it. 

• Lawful Basis: The legal justification for processing personal data, such as consent, contract, 
legal obligation, or legitimate interests. 

• Consent: Permission given by an individual for their data to be processed for specific purposes. 
It must be freely given, informed, and can be withdrawn at any time. 

• Subject Access Request (SAR): A formal request by an individual to access the personal data an 
organisation holds about them. 

• Data Retention: The period during which personal data is kept before being securely deleted or 
destroyed. 

• Data Breach: A security incident where personal data is lost, accessed, or disclosed without 
authorisation. 

• Donor: An individual who provides financial or in-kind support to The King’s School Worcester 
Charitable Trust. This includes one-off or regular monetary donations, participation in 
fundraising campaigns or events, pledges, legacy gifts, or other philanthropic contributions. 

• Trustee: A trustee of the King’s School Worcester Charitable Trust. 

 

4. Who we are 
The King’s School Worcester Charitable Trust is a charity registered with the Charity Commission 
(Charity No. 527530).  Our registered office is located at 5 College Green, Worcester, WR1 2LL. 

For data protection purposes, the Trust is the Data Controller. This means we decide how and why 
your personal data is used.  We are registered with the Information Commission (formerly the ICO) 
under registration number ZB861448. 

The Trust works closely with The King’s School, Worcester Foundation (the Foundation).   Staff 
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working for the Foundation process all of the Trust’s data on its behalf.  The Foundation is the Data 
Processor.   

The Foundation’s Compliance Manager, who can be contacted at compliance@ksw.org.uk, oversees 
data protection and will handle any questions or requests about your personal data.  

 

5. How We Collect Data 
We collect personal data about you in a variety of ways, including: 

• Directly from you: 
We collect personal data from donors and trustees through donation forms, correspondence, 
event attendance, and trustee onboarding processes. 

• From your use of our services: 
When you use our websites, apps, or other digital platforms, we may collect information about 
your usage and preferences. 

• From third parties: 
We may receive information from professional networks, fundraising platforms, or organisations 
that help us build and maintain engagement. 

• From publicly available sources: 
We may also collect information from public records, professional networking sites (such as 
LinkedIn), news articles, or other sources in the public domain, particularly for fundraising and 
verifying contact details.  It is used sparingly and only where relevant. 

• From donation platforms or fundraising events:  
When you make a donation, pledge support, or attend a fundraising event. 

• From third-party fundraising partners:  
Where we work with external organisations to manage campaigns or process donations. 

• From trustee onboarding and governance processes: 
We collect personal data from trustees during their appointment and throughout their term of 
service. This may include biographical details, declarations of interest, governance 
documentation, and other information required to fulfil legal and regulatory obligations under 
charity law. 

 
The information we collect may be factual, expressions of opinion, images, or other recorded 
information that identifies or relates to you as an individual.  We may also collect anonymised data 
for statistical or research purposes, which does not identify you personally. 

 

6. The Types of Personal Data We Collect 
We only collect and use personal data that is relevant and necessary for the purposes described in 
this notice, and we take care to keep your information accurate and up to date. 

Some of the data listed may be optional or collected only in specific circumstances, such as for 
bursary applications or if there are safeguarding concerns. 

 

mailto:compliance@ksw.org.uk
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Data that we collect about Donors and Trustees may include but is not limited to: 

• Identification and Contact Details 

o full name, preferred name, title, and date of birth 

o home address, email address, and telephone numbers. 

• Communications and Interactions 

o records of correspondence with the Trust (emails, letters, phone calls) 

o attendance at Trust or Foundation events and fundraising activities 

o responses to surveys or feedback requests 

o preferences for communications (e.g. newsletters, invitations, fundraising appeals). 

• Employment and Professional Information 

o employment history or current occupation (where voluntarily provided) 

o information from public sources (e.g. LinkedIn, news articles) used to maintain records or 
support engagement. 

• Fundraising and Development 

o donation history and gift amounts (if applicable) 

o participation in campaigns or appeals 

o payment method and transaction details 

o Gift Aid declarations and related financial records 

o event attendance and campaign participation 

o wealth screening data (from public sources) 

o preferences for communications and recognition (e.g. anonymous giving). 

• Technical and Usage Data 

o information about your use of our websites or apps (e.g. login details, IP address, device 
information, usage logs). 

• Legal and Regulatory Information 

o information required for legal, regulatory, or compliance purposes (e.g. Gift Aid, data 
protection requests). 

 
Data that we collect about Trustees may also include: 

• biographical information 

• declarations of interest 

• governance-related documentation. 
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7. How We Use Your Personal Data 
We process your personal data only where we have a lawful basis to do so under data protection law. 
The main legal bases we rely on are: 
 

Legal Basis Description 

Contract (or 
Voluntary 
Agreement) 

Necessary to fulfil our obligations in relation to donations, trustee duties, or 
event participation. 

Legal Obligation Required to comply with laws, such as charity law, financial reporting, or 
safeguarding. 

Legitimate 
Interests 

Used where necessary for the Trust’s operations, provided your rights are 
not overridden. 

Consent Used only when you have explicitly agreed, such as for marketing or 
promotional use. 

Vital Interests Used in emergencies to protect life or well-being. 

 
Below is a summary of the main purposes for which we process your personal data, along with the 
legal basis for each activity: 

• To develop relationships with alumni and supporters, and to support community engagement – 
Legitimate Interests, Consent 

• To maintain accurate records of donations and correspondence relating to donations – 
Contract, Legal Obligation, Legitimate Interests  

• To support fundraising and development activities – Legitimate Interests 

We may contact you by post to share news about the School and invite you to support our 
fundraising efforts.  You can opt out of receiving these communications at any time by 
contacting compliance@ksw.org.uk  

• To recognise donations – Consent 

• To fulfil donation agreements and comply with charity law – Contract, Legal Obligation 

• To organise and manage events and engagement activities – Legitimate Interests, Consent  

• To facilitate meetings, communications and volunteer activities – Contract, Legitimate 
Interests  

• To record meetings for accurate minute-taking – Legitimate Interests 

• To safeguard pupils, staff, and the wider school community – Legal Obligation, Vital Interests  

• To manage medical needs, dietary requirements, and accessibility adjustments – Legal 
Obligation, Vital Interests  

• To maintain records of attendance and participation – Legal Obligation, Legitimate Interests 

• To promote the Foundation through newsletters, social media, and publications – Consent 

• To use photographs or videos for external promotional purposes – Consent, Legitimate 
Interests 

• To share personal data with trusted third-party service providers for operational, educational, or 

mailto:compliance@ksw.org.uk
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administrative purposes – Legitimate Interests, Contract 

• To maintain historical records and archives – Legitimate Interests 

• To manage access, site security, and incident reporting – Legal Obligation, Legitimate 
Interests  

• To capture CCTV images or recordings for safeguarding, security, or operational purposes – 
Legal Obligation, Legitimate Interests 

• To comply with legal and regulatory obligations – Legal Obligation 

• To report to government authorities (such as the Department for Education or HMRC) – Legal 
Obligation 

• To respond to complaints, disputes, or legal claims – Legal Obligation, Legitimate Interests 

• To respond appropriately in urgent situations, including protecting life or well-being in 
emergencies – Vital Interests, Legal Obligation. 

 
In some cases, we may rely on more than one legal basis for processing your data. For example, 
safeguarding may involve both legal obligation and vital interests. 

Where we rely on legitimate interests as our legal basis, we have undertaken a Legitimate Interests 
Assessment to ensure that our processing is necessary, proportionate, and does not unduly impact 
your rights and freedoms. 

Where permitted by data protection law, we may rely on the soft opt-in exemption to send 
electronic fundraising communications (such as emails or text messages) to individuals who have 
provided their contact details in the course of supporting the Foundation (for example, by making a 
donation or registering for an event), and who were given a clear opportunity to opt out at the time 
their data was collected. 

This exemption only applies where the legal conditions are met and does not override any previous 
preferences. If you have previously given consent to receive marketing communications, or if you 
have opted out, we will continue to respect those choices. You can opt out of receiving fundraising 
communications at any time by contacting compliance@ksw.org.uk. 

In some cases, we may process your personal data for the legitimate interests of others, such as 
other schools, regulatory authorities, or safeguarding partners, where it is necessary and lawful to do 
so. 

If you have any questions about how we process your data, or if you wish to object to any use of your 
data, please contact the Compliance Manager at compliance@ksw.org.uk. 

Please note that the purposes and activities described in this notice are representative of the types 
of processing undertaken by the Foundation.  They do not constitute an exhaustive list, and 
additional processing may occur where permitted by law and in accordance with this notice.  

 

8. Special Category Personal Data 
Some personal data is considered more sensitive under data protection law. This includes 
information about your health, ethnicity, religion, and other protected characteristics. 

We do not routinely collect sensitive personal data about donors and trustees where it is necessary.  

mailto:compliance@ksw.org.uk
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For example: 

• to make reasonable adjustments for accessibility at Trust events 

• to comply with legal obligations (e.g. diversity monitoring for fundraising or governance 
reporting) 

• to ensure respectful and inclusive communications and engagement with our donor 
community 

• for trustees, we may process special category data where required for governance or diversity 
monitoring). 

 
We will only process special category (sensitive) personal data where we have a lawful basis under 
Article 6 of the UK GDPR and a separate condition under Article 9(2). This ensures your data is 
handled responsibly and in line with legal requirements. 

We may process this type of data under the following conditions: 

• with your explicit consent – when you have clearly agreed to it (Article 9(2)(a)) 

• to protect your vital interests – for example, in an emergency where you’re unable to give 
consent (Article 9(2)(c)) 

• for reasons of substantial public interest – such as safeguarding or child protection (Article 
9(2)(g)) 

• to provide health or social care services – including support for special educational needs 
(SEN) and pastoral care (Article 9(2)(h)) 

• for public health purposes – such as vaccinations or managing infectious diseases (Article 
9(2)(i)) 

• for archiving, research, or statistical purposes – where appropriate safeguards are in place to 
protect your privacy (Article 9(2)(j)). 

 
Access to safeguarding and pastoral records is strictly limited to authorised staff on a need-to-know 
basis, in line with our Safeguarding Policy and statutory guidance. 

For more information on how we handle sensitive data, please refer to our Appropriate Policy 
Document, available on the Foundation’s website. 

 

9. Criminal Offence Data 
In limited circumstances, we may process data relating to criminal convictions or offences, for 
example in connection with safeguarding concerns or legal claims.  This is done in accordance with 
Article 10 of the UK GDPR and Schedule 1 of the Data Protection Act 2018, and only where necessary 
and lawful. Such data is handled with strict confidentiality and appropriate safeguards, as outlined in 
our Appropriate Policy Document, which is available on the Foundation’s website. 
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10. Who We Share Your Data With 
We only share your personal data where it is necessary, lawful, and in line with our safeguarding and 
confidentiality obligations.  Your data may be shared with: 

• Trustees: Relevant Trustees, as required to perform their duties. 

• The King’s School, Worcester: Relevant members of staff within the Foundation who are 
involved in supporting the Trust in its various activities. 

• Service Providers and Contractors: Third-party companies who support our alumni 
engagement and IT systems, such as: 

o Alumni database and communication platform providers 

o fundraising platforms and donation processors 

o IT and cloud service providers (for secure data storage and email systems) 

o event management or ticketing platforms 

o campaign partners 

o fundraising and donation processing services 

o external consultants (e.g. wealth screening providers) 

o external auditors or advisors (where necessary). 

• Regulatory and Statutory Bodies: Where required by law, we may share your data with: 

o HM Revenue & Customs (HMRC), for Gift Aid processing 

o the Information Commission (formerly the ICO) 

o law enforcement agencies 

o Trustee data may be shared with regulatory bodies such as the Charity Commission and 
Companies House. 

• Legal and Professional Advisors: Our lawyers, insurers, and other professional advisors, where 
necessary to obtain advice or manage legal claims. 

 
We have data processing agreements in place with all third-party providers to ensure your data is 
handled securely and in compliance with data protection laws. 

We require all third parties to respect the security of your personal data and to treat it in accordance 
with the law.  We do not allow our service providers to use your personal data for their own purposes 
and only permit them to process your data for specified purposes and in accordance with our 
instructions. 

If we transfer your personal data outside the UK or European Economic Area (EEA), we will ensure 
appropriate safeguards are in place in accordance with data protection law.  These safeguards may 
include Standard Contractual Clauses, adequacy decisions, or other lawful mechanisms under UK 
GDPR. 

We will never sell your personal data to third parties. 

If we need to share your data for any other reason, we will seek consent from you or your 
parents/guardians unless we are required or permitted to do so by law. 
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11. Wealth Screening and Fundraising 
As part of our fundraising work, we sometimes use publicly available information (such as 
Companies House, charity registers, or press articles) to understand our alumni and supporters 
better. This process, often called wealth screening, helps us to make sure that our fundraising 
approaches are appropriate, relevant, and respectful. 

You are always in control: if you would prefer us not to use your information in this way, please 
contact us at compliance@ksw.org.uk and we will respect your wishes. 

 

12. Images and Recordings 
We may capture photographs or video footage at school events, including fixtures and matches.  
This may include recording and/or live streaming via a secure platform of pupils taking part in 
activities such as sports matches.  If this is done, individuals will not be identified by name.   

We may record meetings (audio or video) solely for the purpose of ensuring accurate minute-taking.  
These recordings are processed under our legitimate interests in maintaining accurate records of 
decisions.  Recordings will be stored securely, accessed only by authorised staff, and deleted once 
the minutes have been approved, unless retention is required for legal or regulatory purposes. 

Images and recordings may be used for internal purposes, newsletters, social media, or promotional 
materials.  We aim to do this respectfully and in line with data protection law.  Images and 
recordings will only be used for marketing purposes if we have your explicit written consent. 

If you have concerns or wish to opt out of being included in such images or recordings, please 
contact compliance@ksw.org.uk.  Please note that while opting out will not affect essential 
communications or safeguarding-related use of data, it may limit participation in certain events 
where photography or recording is integral and it is not reasonably practicable to exclude 
individuals from the footage 

 

13. Use of Artificial Intelligence (AI) 
The Foundation uses artificial intelligence (AI) tools to support the efficiency and effectiveness of its 
operations, including data management, analysis, and decision-making. These tools are used in a 
responsible and transparent manner, and always in line with data protection law. 

We ensure that: 

• AI models are not trained using personal data  

• explanations of AI-generated outputs are provided where relevant and appropriate. 

• due diligence is carried out on all AI suppliers, including checks on data security, privacy 
practices, and compliance with UK data protection law. 

 
We are committed to maintaining transparency about our use of AI and ensuring that any data 
processed through AI tools is handled lawfully, fairly, and securely. 

The Foundation does not currently use personal data for automated decision-making or profiling 
that has legal or similarly significant effects. 

mailto:compliance@ksw.org.uk
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14. Electronic Communications (PECR) 
In addition to UK GDPR, the Foundation complies with the Privacy and Electronic 
Communications Regulations (PECR) when sending electronic communications such as emails or 
text messages. These rules govern how we send marketing and fundraising messages and ensure 
that individuals have clear choices about how their data is used for these purposes. 

• Consent: We will only send marketing or fundraising communications where you have given 
explicit consent, unless a legal exemption applies. 

• Soft Opt-In: Where permitted by law, we may rely on the “soft opt-in” exemption to send 
fundraising communications to individuals who have provided their contact details during the 
course of supporting the Foundation (for example, by making a donation or registering for an 
event) and who were given a clear opportunity to opt out at the time their data was collected. 

• Your Rights: This exemption only applies where the legal conditions are met and does not 
override any previous preferences. You can opt out of receiving these communications at any 
time by contacting compliance@ksw.org.uk, and we will respect any prior opt-out or consent 
choices. 

We are committed to ensuring that all electronic communications are lawful, transparent, and 
respect your preferences. 

 

15. How We Keep Your Data Secure 
We take the security of your personal data very seriously.  The Foundation has put in place a range of 
technical and organisational measures to protect your information from loss, misuse, unauthorised 
access, disclosure, alteration, or destruction.  These measures include: 

• Access Controls: Only staff and trusted service providers who need your data to carry out 
alumni-related duties (e.g. communications, event planning, fundraising) are given access, and 
only to the information necessary for their role. 

• Staff Training: All staff receive regular training on data protection and their responsibilities for 
keeping your information safe. 

• Secure Systems: We use secure IT systems and cloud services, with appropriate encryption, 
password protection, and regular security updates. 

• Policies and Procedures: The Foundation has clear policies on the use of technology, devices, 
and data handling, which all staff and governors must follow. 

• Data Breach Procedures: We have procedures in place to detect, report, and investigate any 
suspected personal data breaches.  If a breach occurs that affects your data, we will notify you 
and the relevant authorities as required by law. 

• International Transfers: If we need to transfer your personal data outside the UK or European 
Economic Area (EEA), we ensure that appropriate safeguards are in place in accordance with 
data protection law. 

• Retention and Disposal: Personal data is only kept for as long as necessary and is securely 

mailto:compliance@ksw.org.uk
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deleted or destroyed when no longer needed. 
 
While we do everything we can to protect your information, please be aware that sending data over 
the internet can never be guaranteed as completely secure.  If you choose to communicate with us 
online, you do so at your own risk. 

If you have any questions about how we keep your data secure, please contact the Foundation’s 
Compliance Manager at compliance@ksw.org.uk. 

 

16. How Long We Keep Your Data 
We keep your personal data only for as long as necessary to fulfil the purposes for which it was 
collected, including to meet legal, regulatory, or operational requirements.  

The specific retention periods for different types of data are set out in our Data Retention Policy, 
which is available on request from the Compliance Manager at compliance@ksw.org.uk.  

For example: 

• Gift Aid declarations and donation records are retained for 6 years after the end of the relevant 
accounting period, in line with HMRC requirements 

• correspondence and engagement history with donors is typically retained for up to 7 years, or 
longer if relevant to ongoing stewardship or legacy planning 

• Trustee governance records, including declarations of interest and meeting attendance, are 
retained for the duration of service plus 6 years, or longer if required by charity law 

• emails and communications are normally retained for 3 years, unless they relate to legal, 
financial, or safeguarding matters 

• photographs and event participation records may be retained for longer to preserve the 
historical record of Trust and Foundation life. 

 
In some cases, we may retain limited information for archiving, statistical, or legal purposes (for 
example, to comply with safeguarding or financial regulations, or to honour your request not to be 
contacted again).  

Once your data is no longer needed, it will be securely deleted or destroyed. 

If you have any questions about how long we keep your data, or if you wish to request erasure, 
please contact the Compliance Manager at compliance@ksw.org.uk. 

 

17. Your Rights 
Under UK data protection law, you have a number of rights in relation to your personal data. These 
rights are designed to give you control over how your information is used. Below is a summary of 
your rights and how you can exercise them: 

1. Right to Be Informed 
You have the right to be told how your personal data is collected, used, stored, and shared. This 
privacy notice is part of how we meet that obligation. 

mailto:compliance@ksw.org.uk
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2. Right of Access 
You can request a copy of the personal data we hold about you, along with details of how we use it. 
This is called a Subject Access Request (SAR). 

3. Right to Rectification 
If any of your personal data is inaccurate or incomplete, you can ask us to correct or update it. 

4. Right to Erasure (Right to be Forgotten) 
You can ask us to delete your personal data in certain circumstances – for example, if it is no longer 
needed or if you withdraw consent. 
Please note that we may need to retain some data for legal or safeguarding reasons, or to maintain 
suppression records (to ensure we don’t contact you again). 

5. Right to Restrict Processing 
You can ask us to limit how we use your data – for example, while we are checking its accuracy or 
considering an objection. 

6. Right to Object 
You can object to our use of your data where we rely on legitimate interests as our legal basis (e.g. 
for fundraising or wealth screening). 
We will consider your objection and stop processing unless we have compelling reasons to continue. 

7. Right to Withdraw Consent 
Where we rely on your consent (e.g. for marketing or use of images), you can withdraw it at any time. 
This will not affect any processing already carried out. 

8. Right to Data Portability 
You can ask us to transfer your personal data to another organisation in a structured, commonly 
used format – where technically feasible and where the processing is based on consent or contract. 

9. Rights Related to Automated Decision-Making and Profiling 
You have rights in relation to decisions made solely by automated means. The Foundation does not 
currently carry out automated decision-making or profiling. 

Important Notes 

• These rights apply to your own personal data. If you are acting on behalf of someone else (e.g. 
your child), we may need confirmation of your authority. 

• Some rights may be limited by law or overridden by safeguarding or legal obligations. 
 

18. How to Exercise Your Rights 
If you have any questions or concerns, or would like to exercise your rights, please don’t hesitate to 
contact our Compliance Manager at compliance@ksw.org.uk.  We’re here to help and will respond 
promptly.   

If you wish to make a request, please clearly state which right you wish to exercise (for example, 
access, correction, erasure, or objection) and provide enough information for us to identify you and 
the data in question. We will always explain any reasons if we are unable to comply with your 
request, for example, if legal or safeguarding obligations require us to retain certain information. 

If you have a concern or complaint about how your personal data has been handled, we encourage 
you to contact the Compliance Manager at compliance@ksw.org.uk in the first instance. We will do 

mailto:compliance@ksw.org.uk
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our best to resolve the issue through our internal complaints procedure. 

We will acknowledge your complaint within 30 calendar days and aim to provide a full response as 
soon as possible. We also keep a record of all complaints in line with our Data Retention Policy, to 
help us monitor and improve our data protection practices. 

More information is available in our full Data Protection Complaints Procedure, which can be 
accessed on our website or provided on request. 

If you remain dissatisfied, you have the right to contact the Information Commission (formerly the 
ICO), the UK’s independent authority for data protection.  More information is available at 
www.ico.org.uk. 

We are committed to handling all requests and concerns promptly, fairly, and transparently. 

 

19. Changes to This Privacy Notice 
We may update this privacy notice from time to time to reflect changes in our practices, legal 
requirements, or the way we operate. Any significant changes will be communicated to you directly, 
where appropriate, or published on our website. We encourage you to review this notice periodically 
to stay informed about how we protect your personal data. 

 

20. Version Control 
 

Version 
No Date Summary of changes Reviewed by 

1 08/10/2025 Creation of Privacy Notice Liz Sydenham, Compliance 
Manager 

    
 

21. Approval 
The Foundation Leadership Team will review and approve significant policy changes every two years 
or at more frequent intervals if there are relevant legislative changes, and/or the evaluation of the 
policy highlights the need for a review. 
 

Version No Approval Date Approval Confirmed by  

1 03 November 2025 Fiona Cook, EA to the Head of Foundation 
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22. Implementation and Awareness 
This policy will be published on the Foundation website and Firefly.  
 

Version 
No  

Implementation 
Date Notification 

1   
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